Network Programming Exam

May 28th, 2008

This is a closed book exam: no documentation is allowed.

1 Program Output (1 point)
What will be the output of the following program?

#include <stdio.h>
#include <sys/types.h>
#include <unistd.h>

int main() {

int i, x;

x = 0;

if (fork()==0) {
X = x+1;

}

if (fork()==0) {
X = x+1;

}

else {

execl("/bin/echo","echo","echo", "BAR" ,NULL) ;
execl("/bin/echo","echo","echo", "BAZ" ,NULL);
} -

printf ("%d\n",x);
execl ("/bin/echo","echo","echo”, "BAT" ,NULL) ;
return 0;

}

Note: the /bin/echo program simply outputs all parameters passed in the
command line, plus a new line at the end.



2 Questions (5 points)
1. What does the kill() function do? When is it used?

2. Why does the accept() function create a new socket when receiving an
incoming connection?

3. Are Sun-RPC servers iterative or concurrent? How can one easily verify
this?

4. Can a CORBA client access an RMI server? Can an RMI client access a
CORBA server?

5. What can a Certification Authority do for you? Why can’t anybody
become a Certification Authority?

3 An Expense Tracking Application (4 points)

A company wants to build an application to track expenses (like buying flight
tickets, computer hardware, etc.). Before making any expense, employees must
first request approval through the application and submit details like an esti-
mation of the expense, the reason why the company should pay for it, etc. A
supervisor can then decide to authorize the expense or not. Employees can
connect later on to check if the expense has been authorized.

When an authorized expense has been made, employees can submit more
information to the system, like the exact amount spent. The expense tracking
application can then transfer the right amount to the employee’s bank account.
The expense tracking application does not perform the transfer by itself, but
sends requests to a financial server, which does the transfer. The financial server
is implemented using Sun-RPC. It is already in use, you cannot modify it.

1. Which technology are you going to use to build the expense tracking
application? Why? Explain which types of requests it can receive from
the employees, and how it is going to treat them.

2. We want to extend the application so that employees can access the appli-
cation via the Web when they are traveling. Which modifications do you
need do apply to the application? Draw a figure with the new structure
of your application (clients, servers, etc). Do not worry for security issues
at this stage.

3. The company wants to secure the expense tracking application so that
malicious Internet users cannot harm it. After analysis, you defined the
following issues: (i) Unauthorized users must not be capable of using the
application; (ii) An attacker must not be capable to read or modify the
network traffic containing expense-related informations.

How are you going to enforce these properties?

— the end —



